How to install and register DSC Token for Windows

1. Check Java is installed or not. If not installed then install the Java from Internet.
2. Download Token driver/software from the respective website. If the token is from Watchdata
Proxkey then download it from below website.

https://www.support.cryptoplanet.in/downloads.php

3. Run the downloaded software. While running if you get the below messages then click on the
“Yes” for installation of this soft\ivare.

] ¢ -
You are about to install a certificate from a certification h
L\, authority (CA) claiming to represent:
CCA India 2014
Execute Windows cannot validate that the certificate is actually from
“CCA India 2014, You should confirm its origin by contacting
“CCA India 2014". The following number will assist you in this
process |
= Thumbprint (sha): A2B36BSA 63D92819 DICESDDG D7969A49 | |
68E11991
Exeaut
Exeaut Warning:
Execut If you install this root certificate, Windows will automatically
Execut trust any certificate issued by this CA. Installing a certificate

with an unconfirmed thumbprint is a security risk. If you dlick
“Yes” you acknowledge this risk.

L | Do you want to install this certificate?

Yes No

4. Now the software is installed. Click on Finish.

\ y
v PROXKey Token Tool installed successfuly

Finish

5. Now, run the installed software. Go to the “Search” and search for the installed software. Here
it is “PROXKey”.

£ PROXKey|

(@) @D s Doumenis | Web | Settions | Folders | Photos . -

Best match

WD PROXKey
| & .

Search the web WD PROXKey

© PROXKey - Sws waks rusus

£ proxkey token > @
£ proxkey driver > ]
~ (=)
£ proxkey signer > -

App= PN
8 WD_PROXKey_new.exe >

#* WD PROXKey Diagnostic Tool >

Folders

B WD _PROXKey_new.zip >

WD_PROXKey_new >



6. You should see the below screen, once it is opened.

396 TR eRoxsy Smarter Lifestyle,
£ Change User PIN
m Change Token Name Secured by watcwata !
t,'_‘_f Certificate
j Device Information
{11} Options
A o

2
voAbout

FIPS 140-2 Certified

www. watchdata.com

Download the DSC Signer Services Software from eoffice.gov.in website. Select “Digital Signer
Service” from Downloads menu.

& L

DOWNLOADS TRAINING IMPLEMENTATIONS ~ MEDIA

Presentation

eFile - Working in hindi N&W

eFile - Working in hindi (Video) NEW
WAW Film NEW

WAW Film(Shorter version) NEW
eOffice Film ‘NEW!

eOffice Onboarding Process and Related Documents »
APIs

Digitisation Framework

eOffice Implementation Cost Estimator
Documentation

Mozilla Firefox ESR 52

Brochures

Digital Signer Service

Address of Former DG NIC

Download respective 7.0.1 software.

Windows
Version MAC Ubuntu User Guidelines document
32Bit 64 Bit

Extract the downloaded DigitalSignerServicev7.0.1Windowslnstallerx64.zip file. Install the
downloaded software by Double clicking on Digital Signer Service 7.0.1_x64.msi.

This PC > D > DigitalSignerServicev7.0.1Wii > DigitalSignerService 7.0.1 Windows Installer x64
Name Date modified Type Size
[%] Check System Details.bat 8/8/2023 4:58 PM Windows Batch File 3KB

P4l Digital Signer Service 7.0.1_x64.msi 8/8/2023 4:58 PM Windows Installer .., 118,460 KB



10. Click on “Next” Button.

d

Welcome to the Digital Signer
Service 7.0.1 Setup Wizard

‘The Setup Wizard will install Digital Signer Service 7.0.1
on your computer. Click "Next" to continue or "Cancel”
to exit the Setup Wizard.

11. Check the “l accept” option and click on “Next” Button.

End-User License Agreement.
Please read the following icense agreement carefully

Terms & Conditions

The following terms have meanings as described below:

“Application” - Digital Signer Service (Any version)

© I accept the terms in the License Agreement

(D1 do not accept the terms in the License Agreement

€Office Project Division - NIC

12. Click on “Next” Button.

C]

Select Installation Folder
This s the folder where Digital Signer Service 7.0.1 will be instalied. i

To instal in this folder, click Next”. To instal to a different foider, enter It below or dick
Browse”.

Eolder:

C:\Progrem Fies Digtal Signer Service(7.0.1) | Browse.

€Office Project Division - NIC
<Back Next > Cancel

13. Check the “Yes” option and click on “Install” Button.

b ] .

Ready to Install
The Setup. to begn Service 7.0. 1installation

Glick “Install” to begin the instalation. If you want to review or change any of your
instalabon settings, cick ‘Back”. Cick ‘Cance!” to ext the wizard.

Do youwant to rstall SSL certificate?
Ores
Oto

NOTE: SSL certificate is mandatory, without SSL certificate, Digital
Signer Service will not work properly. f you are a single user kindly
choose “Yes

€Office Project Division - NIC

<wo o



14. While running if you get the below message then click on the “Yes” for installation of this
software.

You are about to install a certificate from a certfication
J\  authority (CA) daiming to represent:

€OfficecA2022

Windows cannot validate that the certificate is actually from
“€OfficeCA2022". You should confirm its origin by contacting
€OfficeCA2022", The following number wil assist you in this
process:

Thumbprint (shat): 546D27D0 B30ASDOO BA41C40D AD7CEECS
9IABEDATY

Warning:

f you install this roat certificate, Windows will automatically

trust any certificate Issued by this CA. Installing a certificate

With an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

Yes [N
15. Click on “Finish” Button.

]

Completing the Digital Signer
Service 7.0.1 Setup Wizard

Click the "Finish” button to exit the Setup Wizard,

@ View readme file

8 Launch Digital Signer Service 7.0.1

coffice

16. Now you can see the Digital Signer Service has been started. Now, Click on “OK” Button.

Digital Signer Service has been started successfully.

17. Click on “Hide Service”.

e @ff iC e Digital Signer Service

A DIGITAL WORKPLACE SOLUTION

v7.0

Welcome to Digital Signer Service 7.0.1.
Service is configured on port 55103.

NOTE :If you want to stop the Digital Signer Service running on your system
then click "Stop Service" button.

18. Install certificate in Firefox Browser. Go to the Mozilla Firefox Browser Settings.

9 5=
Sync and save data Sianin
New tab T
New window N
N private window onp
Bookmarks >
Histary >
Downloads #J
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19. Search for “Certificate” in browser settings. Select “View Certificates”.

@ Firefox about:preferences#searchResults

Search Results
Certificates -
certi
Query OCSP responder servers to confirm the current validity of View Certificates...
[
certificates
Security Devices...
H “ ”
20. Click on “Import”.
» |
Certificate Manager x
Your Certificates Authentication Decisions People Servers Authorities
You have certificates on file that identify these certificate authorities
Certificate Name Security Device &
~ AC Camerfirma S.A.
Chambers of Commerce Root - 200... Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
~ AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerc... Builtin Object Token
~ ACCV
View. Edit Trust Import... Export.. Delete or Distrust
]|

21. Enter the password for the Token (Given with DSC Token). It DSC is connect then it will ask.

@ Please enter the password for the PKCS#11 token WD PROXKey.

22. Select the required certificate (eOfficeCA2022.cer) from the Pre-Requisites folder of
DigitalSignerServicev7.0.1Windowslnstallerx64 Installer and open it. Check both the options in

followed screen. Then click “OK” Button.

Certificate Manager

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "eOfficeCA2022" for the following purposes?
Trust this CA to identify websites.

Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and procedures (if available).

View Examine CA certificate

Cancel

X




23. Now, go to the Pre-Requisites folder of DigitalSignerServicev7.0.1 MAC Installer which was
downloaded before. Run DigitalSignerServiceTest.html page in Firefox browser. Click on “Check
Digital Signer Service Status”. You should see the below result.

@  Digital Signer Service 6.01 Test Pac X +

D filefUsersfi J icev7.0.IMAC isites/Digi iceTest.html

Digital Signer Service Test

Digital Signer Service Status with HTTPS
Digital Signer Service 7.0.1 running on port 55103
Request URL - i ffice.gov.is isLive
Status Code - 200
Response from URL - SUCCESS. DIGITAL SIGNER SERVICE VERSION : 7.0.1

Check Digital Signer Service Status

24. Next, register DSC in eOffice application (One-time activity only). Login to your eOffice and
Select “eFile” from the left side menu.

9

SACHINKUMAR MAGANLAL PATEL
SENIOR SYSTEM ANALYST

Other Services +
To do list
Download Forms

25. Select “DSC->Registration” from lest side options.

26. Select “Signing Certificate” from top right side.

n SACHINKUMAR MAGANLAL PATEL
SENIOR SYSTEM ANALYST,ISTF, SP

Advance Search

[ Signing Certificate
o




27. Select proper certificate and click on “Register”.

Please Insert your e-Token ta read yaur Digital Cereificate Information:

Serlal No.

sued T Issued By Type Expiry Date

CN-SACHINKUMAR MAGANERAI PATEL,
EMAILADDRESS=SPATELSI TGNALIN,
4.20=1c03451 209740251 23H6IBS Heh3)

a2
" 2 for DSC 2033,
0ID25.4565-190258 ot codcetat e4as0ee1eca  DID.25.4.51"Dfice No. 107. 15t 0oy, Saraswas
— ) Plaza’, STREET=EK fioac, Mearut’, $T=Uttar . Cai202
0 (O SR SERIALNUIMBER=10046cinZ s 5o 2b0e3cnt  Praesh, DID2.5.4, 170250002, DinCertiyng. D02 S8 4z i

Authority, Put i,
OU-HA, D-INDIAN INSTITUTE OF TECHNOLOGY  C-IN

GANDHINAGAR, L=GANDHI NAGAR.

STREET=GANDHI MAGAR, ST=GUJARAT,

oD2541 N

5,

28. Now, test it in eOffice application.



